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Overview of Permission Roles
The Permissions section of the  Alcatraz AI Admin Portal provides capability to create new users to log into the Alcatraz AI Admin Portal. 
When a new user is created, they must be assigned a role. This role will be associated with permissions to restrict create, edit, view, delete in the Portal.
Review the Roles to understand the various permissions.

Users are associated with an Account so the Account must be previously created in order to assign the user a role for an Account. This is important to 
note for Dealer Admins who must manage multiple Accounts. 
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Permissions – Users – Create a User
1.	 Go to Permissions –-> Users and filter on the User to ensure that an account has not already been set up
2.	  To add a new user, select Create a User 
3.	 Fill in the required information
4.	 Select the appropriate Role and the Account. If there is more than one Account, select the appropriate one
5.	 Click Submit
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Delete a User
1.	 Go to Permissions –-> Users and identify the user you wish to delete
2.	 Navigate to the far right, click on the three dots and select Delete
3.	 You will be asked to confirm before deleting
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Summary of Permissions

User Role Has Permission to

Dealer Administrator Create, edit, view, delete a user with any role and view all users.

Installer Create, edit, or delete an Account Administrator, Account Manager, Account User and view all users.

Account Administrator Create, edit, delete Account Administrator, Account Manager, Account User and view all users

Account Manager Create, edit, delete an Account User and view all users

Account User No permissions to view other users


